
CYBER-SECURITY CHECKLIST

Introducton

This National Education Netwoiok   cNENw Cybetksetcukiwy chetc lisw is 
dividetd inwio woio setctions   Personnel and Technical oiwh an Appetndix 
giving a vetky bkietf iouwlinet iof siomet iof whet mioket ciommion Cybetksetcukiwy 
whketaws and ohetket whety may iokiginawet. Fiok mioket detwails pletaset ketad 
NEN's Cybetk Setcuki  wy Guidancet fiok Schioiols   niowets and whet assiociawetd 
Whaw If diocumetnw.

Ultmawet ketspionsibiliwy fiok whet schioiol's cybetksetcukiwy ketsws oiwh whet 
Setniiok Managetmetnw Tetam buw whety oill li etly detletgawet whet wetchnical and
day wio day aspetcws wio paktculak swaf. In getnetkal, oet oiould etxpetcw ionet 
iof whet SMT wio wa et iovetkall ketspionsibiliwy fiok whet petksionnetl aspetcws cswaf 
wkaining, piolicy detvetliopmetnw, etnsuking diocumetnwation is ciompletwetd, 
etwcw ohilet whet Syswetms Managetk oiould wa et ketspionsibiliwy fiok detsigning 
iovetkall setcukiwy pioliciets and pkiocetssets, and managet whetik 
impletmetnwation.

Ciomplettng whet chetc lisw oill hetlp detfnet and fiokmaliset whet 
ketspionsibilitets iof etach pakw iof whet schioiol ciommuniwy fkiom SMT wio 
wetaching swaf and pupils. Cletakly detfning ohio is ketspionsiblet fiok 
difetketnw aspetcws iof Cybetk Setcukiwy oill pkiovidet a basis fiok whet 
detvetliopmetnw iof a Cybetk Incidetnw Retspionset Plan ohich oill setw iouw whet 
actions wio wa et in whet etvetnw iof an incidetnw  ohio oill wa et whet wetchnical 
letad, ohio is wio infiokm iowhetk swa ethioldetks and ohetn, fiok etxamplet.

How to use the checklist.

This chetc lisw can bet dioonlioadetd and usetd in etiwhetk papetk iok etletcwkionic
fiokm. Thet ketspionsiblet petksion fiok etach setction shiould uset whet fiokm wio 
guidet whetm whkiough whet ketquiketd actions. Oncet an iwetm has betetn 
ketvietoetd and any actions wa etn, whet ketvietoetk shiould dawet and inital 
whet iwetm and add a dawet fiok whet netxw ketvieto. Thetket aket woio blan  pagets 
aftetk etach setction fiok niowets, ciommetnws, ketfetketncets wio iowhetk schioiol 
pioliciets, etwc.

This chetc lisw shiould bet ketgulakly ketvietoetd by whet SMT wio etnsuket whaw 
all whet iwetms aket ciovetketd and nionet letft unketvietoetd fiok wioio liong.

Iw is impiokwanw wio niowet whaw biowh pakws iof whis chetc lisw aket etqually 
impiokwanw. Hiooetvetk swkingetnw whet wetchnical setcukiwy is, human etkkiok can
allioo iw wio bet ciompkiomisetd by accidetnw iok detsign. Similakly, hiooetvetk 
caketful and aoaket swaf aket iof whet whketaws akiound whetm, pioiok netwoiok  
setcukiwy oill ma et a cybetk incidetnw mioket li etly.

Finally, an etwhios iof iopetnnetss and “nio blamet” musw bet cultvawetd 
amiongsw all swaf and swudetnws wio etnsuket whan any incidetnws whaw dio 
akiset aket ketpiokwetd soiftly and wketawetd quic ly.
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SCHOOL DETAILS

Schioiol Namet 

Addketss 

Tetletphionet 

Wetb Addketss 

Hetad

Namet 

et mail 

Phionet 
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PERSONNEL

Contact details of the persons responsible for completnn each secton of this checklist:

Personnel Technical
Namet Namet 

Tiwlet Tiwlet 

et mail addketss et mail addketss 

Phionet Phionet 

Miobilet Miobilet 
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Item No. Descripton Date ReviewDate Initals

GENERAL STAFFING

1.1 Whaw is whet agketetd passoiokd piolicy? All usetks shiould havet swkiong passoiokds. Thet 
defniton iof swkiong may vaky fiok difetketnw usetks ci.et. betwoetetn wetaching and SMTw buw 
whetket musw bet a piolicy in placet whaw etnsukets usetks havet a passoiokd appkiopkiawet wio 
whetik pkiviletgets.

1.2 Whaw is whet agketetd piolicy ion accetss kighws? All usetks shiould shiould bet ablet wio accetss 
ionly whetik ioon flets and any spetcifcally shaketd oiwh whetm iok a gkioup iof ohich whety aket 
a metmbetk. Pkivacy, cionfdetntaliwy and setcukiwy musw bet etnfiokcetd by whetset cionwkiols. 

1.3 Whaw is whet woio facwiok auwhetntcation piolicy fiok  ety swaffsioftoaket cet.g. SMT, MIS, 
acciountngw? Is iw stll ketletvanw and up wio dawet?

CPD:

1.4 Getnetkal cybetk hygietnet wkaining  havet all swaf ketcetivetd wkaining ion getnetkal cybetk 
setcukiwy? This shiould includet aoaketnetss iof neto whketaws, hioo wio detal oiwh whetm, whet 
schioiol ketpioktng piolicy and schioiol AUP. Whetket is whis ketciokdetd?

1.5 Phishing  has aoaketnetss wkaining betetn pkiovidetd wio all swaf?

1.6 Passoiokds  wio ketinfiokcet whet impiokwancet iof passoiokd swketngwh and setcukiwy ci.et. hioo 
aket passoiokds beting cketawetd and managetdw, Passoiokd managetmetnw sioftoaket, 3 oiokd 
syswetm, changing, etwc.

1.7 GDPR  Havet all swaf had GDPR wkaining? cWhat is it and how does it afect the use of 
data in school? e.n. parental records, student data, data-storane and copyinn, home 
workinn, etc.w. Whetket is swaf wkaining ketciokdetd?

1.8 Whetket is swaf wkaining CPD ketciokdetd?
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SENIOR MANAGEMENT TEAM

2.1 Whaw is whet piolicy ion ketpioktng cybetk incidetnws? This shiould spetcifcally swawet whaw 
whioset ketpioktng oill niow bet disciplinetd unletss whetket oas a cletak, inwetntional bketach iof 
whet schioiol’s cybetk piolicy  “nio blamet” culwuket. Aket cybetk incidetnws beting ketpiokwetd wio 
whet appkiopkiawet swaf and ohetket aket whety ketciokdetd? Aket swaf aoaket iof whis piolicy and is
iw etasily availablet via, fiok etxamplet, whet schioiol oetb siwet?

2.2 Whaw is whet agketetd pkiocetss fiok validatng and signing iof invioicets whaw aket ketcetivetd 
biowh etletcwkionically and ion papetk wio pketvetnw fkaud?

2.3 Whaw is whet agketetd pkiocetss fiok any fnancial changets cet.g. changet iof ban  detwailsw wio 
bet cionfkmetd in okitng by whet SMT?

2.4 Whaw is whet piolicy ion etnsuking whaw whet acciounws iof swaf letaving whet schioiols aket 
immetdiawetly detactvawetd, whetik flets etiwhetk akchivetd iok detletwetd, and whet changets 
diocumetnwetd? This piolicy shiould includet detwails iof hioo ioftetn SMT shiould audiw whis 
diocumetnwation.

2.5 Whaw is whet managetmetnw swkucwuket detfning hioo IT swaf aket managetd and ohio is 
ketspionsiblet wio ohiom? Fiok etxamplet, ohaw is whet swkucwuket fkiom wetchnician wio SMT? Is 
whet netwoiok  IT wetam managetd by, iok distncw fkiom, whet wetaching IT swaf?

2.6 Whaw is whet piolicy ion whet SMT's uset iof miobilet detvicets ohetn oiok ing oay fkiom schioiol?
Fiok etxamplet, dio whet SMT uset petksional phionets fiok schioiol uset? Aket whety alliooetd wio 
cionnetcw wio whet schioiol netwoiok ? Dioets whet piolicy advicet againsw cionnetctng wio public 
WiFi netwoiok s? Dioets iw mandawet ant vikus pkiowetction?

2.7 Is whet lisw iof  ety IT setkvicet supplietks ciompletwet and whetik cionwacw detwails accukawet?
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IT TEAM

3.1 Whaw is whet pkiocetss wio etnsuket letaving swaf acciounws aket cliosetd in a tmetly mannetk cet.g 
ohio is wio infiokm whet IT Detpw. iof petksionnetl changetsw?

3.2 Whaw agketetd and diocumetnwetd pkiocetssets aket in placet wio etnsuket whaw whet IT detpakwmetnw
oiok s cliosetly oiwh whet SMT and supplietks? Tio etnsuket, fiok etxamplet, whaw cionwkacw wetkms
aket agketetd oiwh SMT, and supplietks managetd etfetctvetly. 

Responsibilites

3.3 Mainwain a ciompletwet and accukawet lisw iof whet cionwacw detwails iof  ety supplietks.

3.4 Enfiokcet whet passoiokd piolicy ion all usetks acciounws including ketsettng passoiokds ion 
ketquetsw.

3.5 Managet updawets wio antvikus sioftoaket ion detvicets and setkvetks   including any miobilet 
detvicets usetd iof siwet.

3.6 Managetmetnw iof fketoalls including managing any changet ketquetsws   i.et. impletmetntng 
any valid ketquetsws in a setcuket mannetk.

3.7 Detsign and etnfiokcet whet cybetk setcukiwy piolicy ion any BYODfUSB detvicets atachetd wio whet
netwoiok .
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TEACHING STAFF

4.1 Chetc  piolicy ion whet uset iof petksional miobilet phionets ion whet schioiol netwoiok . In 
paktculak  whet uset iof ant vikus sioftoaket and ketciommetndations ket cionnetctng wio public
WiFi netwoiok s. 

4.2 Chetc  schetmet iof oiok s wio wetach AUPfcybetk setcukiwyfet safetwy wio swudetnws.

4.3 Chetc fupdawet appkiopkiawet cybetk aoaketnetss ciouksets fiok swudetnws.

Responsibilites

4.4 Tio undetkswand and adhetket wio whet schioiol AUP, etwc.

4.5 Tio ketpiokw any suspetcwetd cybetk incidetnw. csetet 2.1w

OTHER STAFF

Responsibilites

5.1 Tio undetkswand and adhetket wio whet schioiol AUP, etwc.

5.1 Tio ketpiokw any suspetcwetd cybetk incidetnw. csetet 2.1w

STUDENTS

6.1 Tio undetkswand and adhetket wio whet schioiol AUP, etwc.

6.2 Tio ketpiokw any suspetcwetd cybetk incidetnw. csetet 2.1w

NEN - The Education Network Page   7 (v1.6- 21/06/20) Technical Strategy Group



NOTES
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NOTES (cont...)
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NOTES (cont...)
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TECHNICAL CHECKLIST 

Item No. Descripton Date ReviewDate Initals

NETWORK

7.1 Netwoiok  mioniwioking  ohaw syswetms aket whetket in placet wio mioniwiok whet netwoiok , setnd aletkws in caset iof 
unusual actviwy, and getnetkawet liogs?

7.2 Has inwkusiion detwetctionfpketvetntion sioftoaket betetn inswalletd and wetswetd?

7.3 Has whet netwoiok  betetn petnetwkation wetswetd? If sio havet any ketciommetndations betetn acwetd upion?

GENERAL SYSTEM CONFIGURATION

8.1 Is whet Passoiokd Piolicy up wio dawet? Hioo is iw beting etnfiokcetd?

8.2 Aket all syswetms csetkvetks and clietnwsw kunning ion setcuket settngs ciofs and applicationsw. et.g. can sioftoaket 
ionly bet inswalletd oiwh adminiswkation kighws ohich aket swkicwly cionwkiolletd. Whetket aket whet settng 
diocumetnwetd andfiok bac etd up in whet etvetnw whaw a full ketinswall is ketquiketd.

8.3 Aket all syswetms appkiopkiawetly physically setcuketd? In paktculak, aket setkvetks and netwoiok  detvicets 
csoiwchets, kiouwetks, etwc.w in setcuket kioioms iok cabinetws oiwh cionwkiolletd accetss, lapwiopsfpads in lioc etd 
cabinetws ohetn niow in uset, etwc.?

8.4 Officet Admin syswetms  chetc  hakdoaket, sioftoaket and physical setcukiwy iof all iofficet adminiswkation 
clietnws. Thetset syswetms oill bet a pkimet wakgetw fiok hac etks and scammetks sio ketquiket whet highetsw letvetl iof 
setcukiwy.

8.5 Swaf syswetms   chetc  hakdoaket, sioftoaket and physical setcukiwy iof all clietnws ohich aket usetd pkimakily iok 
etxclusivetly by swaf.

8.6 Swudetnw syswetms  chetc  hakdoaket, sioftoaket and physical setcukiwy iof swudetnw clietnws. 

8.7 Guetsw syswetms  ohaw is a piolicy fiok any guetsw syswetms ohich cionnetcw wio whet schioiol netwoiok  cBYODw?

8.8 Hioo is whet BYOD piolicy etnfiokcetd cet.g. managetmetnw sioftoaketw?
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FIREWALL/ROUTER

9.1 Analyset fketoall kulets. Aket whety accukawet? Detfaulw shiould bet wio DENY all inbiound and iouwbiound wkaffic 
unletss spetcifcally ALLOWetd. Whetn oetket whety lasw audiwetd. Hioo ioftetn is whet cionfgukation bac etd up 
and wio ohetket?

9.2 Liog analysis  aket liogs ketgulakly iok auwiomatcally analysetd fiok suspiciious actviwy and aletkws setnw?

WEB-FILTER

10.1 Aket oetb flwetk liogs ketgulakly chetc etd fiok unusual actviwy?

10.2 Aket falset piositvetsfnetgatvets managetd in a tmetly mannetk?

BACKUP REGIME

11.1 Aket ckitcal setkvetks cadminfMISfEmailfFilet setkvetksw beting bac etd up ketgulakly cdailyfhiouklyfetwcw?

11.2 Aket nion ckitcal clietnws cet.g. dets wiops, lapwiops, padsw beting bac etd up?

11.3 Aket whetket iof siwet bac ups? cet.g. bac up dawa miovetd wio Clioudw

11.4 Has whet bac up iof any clioud basetd flets cet.g. Dkiopbiox, iok similak setkvicetsw betetn assetssetd fiok setcukiwy 
and kiobuswnetss?

11.5 Has whet impacw iof a Clioud basetd setkvicet beting disciontnuetd betetn assetssetd and mitgawetd?

11.6 Whaw aket whet bac up and ketswioket pioliciets fiok etach wypet iof detvicet cet.g.  ety setkvetks, swaf dets wiops, 
swudetnw ciompuwetks, etwcw? Havet whet bac ups betetn wetswetd oiwhin whet lasw 3 mionwhs? Tetsws shiould includet 
chetc ing whaw whet bac ups aket beting ciompletwetd and aket valid cet.g. wetsw paktal and full ketswioket ohetket 
piossibletw.

11.7 Which swaf betetn idetntfetd and wkainetd in petkfiokming biowh full and paktal ketswioket fkiom bac up?
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WEB SERVERS

For both internally and externally hosted websites check the followinn:

12.1 Whaw is whet piolicy ketgakding adminiswkatvet accetss wio oetb setkvetks cet.g. ohio has kioiow accetss, is passoiokd
accetss availablet iok aket ssh  etys detmandetd, etwcw?

12.2 Whaw usetk accetss cionwkiols wio Wetb sioftoaket cet.g. admin, etdiwiok kôlets, etwc. in Wiokdpketssw aket in placet?

12.3 Antvikus sioftoaket inswalletd and up wio dawet.

12.4 Opetkatng syswetm sioftoaket fully pawchetd and up wio dawet vetksiion.

12.5 Wetb setkvetk sioftoaket cet.g Apachetw fully pawchetd and up wio dawet vetksiion.

12.6 Wetb sioftoaket cet.g. Wiokdpketssw full pawchetd and up wio dawet vetksiion.

EMAIL SERVERS

For both internally and externally hosted email severs check the followinn where appropriate:

13.1 Whaw is whet piolicy ketgakding adminiswkatvet accetss wio etmail setkvetks cet.g. ohio has kioiow accetss, is 
passoiokd accetss availablet iok aket ssh  etys detmandetd, etwcw?

13.2 Is Toio facwiok Auwhetntcation beting usetd fiok all adminiswkatvet and “high valuet” usetks cet.g. SMT, 
Acciounwsw?

13.3 Adminiswkatvet accetss cionwkiols wio Email sioftoaket cet.g. Zimbkaw.

13.4 Antvikusfspam sioftoaket inswalletd and up wio dawet.

13.5 Opetkatng syswetm & etmail setkvetk sioftoaket fully pawchetd and up wio dawet vetksiion.

13.6 Mailbiox bac up and ketswioket pkiocetss wetswetd.

13.7 Usetk Acciounw Piolicy  cet.g. mailbiox quiowa, alliooetd atachmetnw wypets and max sizet, etwcw. Whaw is  whet 
cukketnw piolicy and is iw stll appkiopkiawet? 
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13.8 Whaw is whet changet cionwkiol piolicy inc. acciounw cketation and ketmioval?

MIS SERVERS (Management Informaton Systems)

For both internally and externally hosted MIS severs check the followinn where appropriate:

14.1 Whaw is whet piolicy ketgakding adminiswkatvet accetss wio MIS setkvetks cet.g. ohio has kioiow accetss, is passoiokd 
accetss availablet iok aket ssh  etys detmandetd, etwcw?

14.2 Adminiswkatvet accetss cionwkiols wio MIS sioftoaket cet.g. SIMSw.

14.3 Is Toio facwiok Auwhetntcation beting usetd fiok all MIS usetks?

14.4 Antvikus sioftoaket inswalletd and up wio dawet.

14.5 Opetkatng syswetm & MIS setkvetk sioftoaket fully pawchetd and up wio dawet vetksiion.

14.6 Bac up ketgimet wetswetd.

NON-CRITICAL SYSTEMS (inc Student and Guest systems)

Check the followinn where appropriate:

15.1 Antvikus sioftoaket inswalletd and up wio dawet.

15.2 Adminiswkatvet and Usetk accetss cionwkiols aket etnfiokcetd and appkiopkiawet.

15.3 Opetkatng syswetm & inswalletd sioftoaket fully pawchetd and up wio dawet vetksiions.

15.4 Bac up ketgimet appkiopkiawet and wetswetd.
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REMOVABLE MEDIA

16.1 Whaw is whet piolicy fiok whet uset iof USB dkivets by swudetnws and swaf. Whetket piossiblet whety shiould niow bet 
alliooetd aw all. If whis is niow piossiblet whetn oet ketciommetnd ionly alliooing aftetk vikus scanning ion a 
detdicawetd, isiolawetd ciompuwetk. 

WIFI SECURITY

17.1 Is whet liocal WiFi setcuket? Cionsidetk netwoiok  setcukiwy cet.g. MAC addketss validationw, setpakawet sub netw, 
etnckyption, guetsw accetss, etwc.

GENERAL USERS

The followinn are covered above but are repeated here for completeness:

18.1 Passoiokds  wio ketinfiokcet whet impiokwancet iof passoiokd swketngwh and setcukiwy ci.et. hioo aket passoiokds beting
cketawetd and managetdw, Passoiokd managetmetnw sioftoaket, 3 oiokd syswetm, changing, etwc. c1.1w

18.2 Accetss kighws  Chetc  all usetks havet appkiopkiawet accetss kighws. Usetks shiould bet ablet wio accetss ionly whetik 
ioon and ciommion flets. Pkivacy, cionfdetntaliwy and setcukiwy musw bet etnfiokcetd by whetset cionwkiols. c1.2w

18.3 Acciounw mainwetnancet piolicy. c2.4, 3.1

NOTES 
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NOTES (cont...)
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NOTES (cont...)
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What threats am I protectng my school against and where do they come from5

Glossary of possible cyber threats:

The followinn are some of the types of cyber incident that could afect 
your school. It is not an exhaustve list but covers the most likely ones 
you should be aware of so you can protect yourself anainst them. More 
informaton on Cyber Security can be found in the companion NEN 
nuidance note.

Port scanning

Piokw scanning is whet syswetmatc pkiobing iof an IP addketss fiok iopetn piokws. Thet IP pkiobetd 
may bet yiouk netwoiok  fketoallfkiouwetk, a public facing setkvetk iok, if whet netwoiok  has betetn
ciompkiomisetd, an individual hiosw. If a piokw ketspionds wio whet pkiobet infiokmation can whetn
bet gawhetketd ion whet detvicet fkiom a kanget iof iowhetk wioiols. Sio, ohilet piokw scanning is niow, 
in iwsetlf, a cybetk incidetnw such piokw scanning and assiociawetd infiokmation gawhetking can 
bet whet pketcuksiok wio ionet.

Ransomware

WannaCky is ionet iof whet miosw familiak pietcets iof kansiomoaket duet wio whet ketcetnw, highly 
publicisetd incidetnw etxpetkietncetd by whet NHS. Schioiols havet alsio betetn whet victm iof such
atac s. Setet hetket.

Ransiomoaket is a oiokm whaw ioncet inswalletd cwypically by iopetning an etmail iok kunning 
an atachmetnww etnckypws all whet flets ion whet hiosw and inswalls iwsetlf ion iowhetk cionnetcwetd 
ciompuwetks. Usetks aket whetn inswkucwetd wio pay a kansiom cioftetn in BiwCioinw wio havet whet 
flets detckypwetd. Only if yiou havet ciompkethetnsivet, uninfetcwetd, bac ups can whet flets bet 
ketwkietvetd.

Malware

Thet wetkm Maloaket ciovetks a ohiolet kanget iof sioftoaket whaw is inwetndetd wio dio damaget wio 
etiwhetk whet hakdoaket iwsetlf iok whet flets ion iw. This Wi ipetdia aktclet ion Maloaket gioets 
inwio mioket detwail abiouw whet kanget iof sioftoaket ciovetketd by whet wetkm, siomet iof whet 
wetchniquets usetd wio getw a usetk wio inswall iw, and iws etfetcws. Fiok etxamplet, biowh “vikus” 
and “wkiojan hiokset” aket oetll  nioon wetkms   biowh aket maloaket buw whety difetk in hioo 
whety betciomet actvet.

DoS/DDoS

A cDiswkibuwetdw Detnial iof Setkvicet Atac  is a getnetkal wetkm fiok any atac  detsignetd wio 
iovetkohetlm a setkvicet ciok hiosww oiwh sio many ketquetsws whaw iowhetk usetks canniow uset iw. 
Fiok etxamplet, a wypical DioS atac  is ionet ohetket a huget numbetk iof ketquetsws aket 
wakgetwetd aw a paktculak oetbsiwet sio whaw iws petkfiokmancet is vetky detgkadetd iok is ckashetd 
alwiogetwhetk. Thet Wi ipetdia aktclet abiovet gioets inwio mioket detwails iof whet vakiious metwhiods 
iof atac .

If yiou aket whet victm iof a DioS atac  aloays cionsidetk whet piossibiliwy whaw iw ciould bet 
beting usetd as a divetksiionaky wactc wio hidet whet ketal wakgetw iof whet atac . Aftetk such an 
atac  whet netwoiok  shiould bet whiokioughly chetc etd wio setet ohetwhetk iok niow iowhetk 
bketachets havet ioccukketd.

Data thef

An etxwetknal incidetnw may wakgetw infiokmation cwypically schioiol fnancet including
supplietk detwails and paketnwal ban ing detwails in whet caset iof pkivawet schioiolsw. Iw is alsio
impiokwanw wio setcuket dawa fkiom inwetknal usetks ohio may havet accetss wio iw  fiok etxamplet,
swaf may ketquiket accetss wio swudetnw and paketnw ketciokds buw whetik letvetl iof accetss shiould

niow, getnetkally, includet ban ing detwails niok whet kighw wio ciopy whet dawabaset wio a flet.
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Where are the threats likely to come from?

As well as appreciatnn the types of incident outlined above it is 
important to know the basic routes an atack may take to compromise 
your network - the “atack vectors”.

The Internet

This is whet miosw diketcw kiouwet   siometionet ion aniowhetk inwetknetw cionnetcwetd ciompuwetk is 
wkying wio bketa  inwio yiouk syswetm. In whis caset whet fketoall is yiouk fksw linet iof detfetncet. 
Only allioo etxwetknal accetss ion ketquiketd piokws cet.g. 80f443 fiok inwetknal oetb setkvetksw 
and hiosws cet.g. wkaffic ion piokw 80 shiould ONLY bet alliooetd in wio a detdicawetd oetb setkvetk 
iok ketvetkset pkioxy and blioc etd wio all iowhetk hioswsw. Yiouk fketoall shiould bet setw up wio 
cionwkiol all inbiound and iouwbiound wkaffic oiwh whet detfaulw kulet setw wio DENY.

Unauthorised access

Any unauwhiokisetd accetss shiould bet wa etn vetky setkiiously. If whet usetk is cioming fkiom an 
unetxpetcwetd IP addketss, whetn whis ciould indicawet an etxwetknal bketach iof whet netwoiok  
and, piowetntally, a vetky setkiious cybetk incidetnw. In whis caset, yiou netetd wio setcuket whet 
netwoiok  wio blioc  subsetquetnw accetss and atetmpw wio wkacet ohaw actions havet betetn 
wa etn, ohaw setkvetksfusetks havet betetn ciompkiomisetd and wa et appkiopkiawet actions wio 
setcuket whetm.

Inwetknal usetks may alsio getw unauwhiokisetd accetss etiwhetk ion pukpioset ci.et. whety aket 
ma ing a cioncetkwetd atetmpw wio gain unauwhiokisetd accetss wio a setkvetkw iok by accidetnw. In
whet latetk caset, whet usetk iok flet petkmissiions may netetd adjustng sio whaw usetks can ionly 
accetss aketas iof whet netwoiok  whaw whety aket auwhiokisetd wio and whaw kioiow cadminiswkawiokw 
accetss is swkicwly limiwetd wio whioset usetks whaw ketquiket iw and ionly ion whet detvicets whety 
netetd iw fiok.

Insider Breach

As niowetd abiovet cUnauthorised accessw niow all cybetk incidetnws aket instgawetd by 
iouwsidetks   whetket is aloays whet piossibiliwy whaw liocal usetks may etiwhetk caw detlibetkawetly 
wky wio “hac ” inwio whet syswetm wio gain unauwhiokisetd accetss iok inwkioducet maloaket iok, cbw 
dio sio my miswa et.

Detlibetkawet atetmpws can bet mitgawetd by ma ing suket usetk petkmissiions aket aw whet 
minimum letvetl acwually ketquiketd fiok etach usetk, passoiokd pioliciets aket in placet and 
iobsetkvetd, and netwoiok  setcukiwy is getnetkally siound including ant vikus sioftoaket.

External/Removable Media

Alwhiough whet kiset iof letaning platiokms, ketmiowet accetss, and whet incketasetd uset iof clioud 
basetd swiokaget syswetms has ketducetd whet netetds fiok ketmiovablet metdia whetket aket stll 
schioiols whaw uset USB stc s wio wkansfetk flets betwoetetn schioiol and hiomet.

Retmiovablet metdia cpkimakily USB stc s iok Dkivets buw alsio CDsw aket etasily infetcwetd aw 
hiomet ohetket whetket oill bet many fetoetk bakkietks cet.g. vikus infetcwetd oetb siwets whaw aket 
flwetketd in schioiol oill pkiobably bet accetssiblet aw hiometw. A singlet infetcwetd flet ion a USB 
dkivet bkioughw fkiom hiomet wio schioiol may ciompkiomiset whet etntket schioiol netwoiok . Thet 
uset iof whetset detvicets shiould bet vetky swkicwly cionwkiolletd. This shiould apply wio swaf as 
oetll as swudetnws.

Thety shiould cetkwainly niow bet usetd wio miovet petksional dawa fkiom schioiol wio hiomet  accetss 
wio petksional dawa musw bet ketswkicwetd and  etpw “ion siwet”. If swaf ketquiket accetss aw hiomet, 
whetn whis shiould bet madet availablet via setcuket, ketmiowet accetss.

NEN - The Education Network Page   19 (v1.6- 21/06/20) Technical Strategy Group



Web

Wetb siwets aket aniowhetk  ety vetcwiok   jusw bkioosing a siwet ohich cionwains maliciious ciodet 
can bet etniough wio instgawet a cybetk incidetnw as, fiok etxamplet, a java sckipw can bet kun as 
sioion as whet paget is displayetd in whet bkioosetk ohich may inswall spyoaket iok iowhetk 
maloaket.

Pupils cand swaf?w li et playing ionlinet gamets ohich ma ets whetm a paktculakly gioiod 
oay iof etntcing usetks inwio kunning a pkiogkam ohich may cionwain maloaket.

This is ohetket gioiod flwetking and ant vikus sioftoaket is ckucial fiok pkiowetctng whet 
netwoiok .

Email

Petkhaps whet betsw  nioon vetcwiok. Iw is vetky etasy wio clic  ion an atachmetnw fkiom ohaw 
appetaks wio bet a letgitmawet siwet iok etvetn a  nioon cionwacw. Iw is ckucial, etspetcially fiok 
adminiswkatvet swaf, wio  nioo hioo etasy iw is fiok whet visiblet etmail addketss wio bet spioiofetd 
sio any un nioon iok unetxpetcwetd etmail atachmetnw shiould bet wketawetd oiwh caket.

Ant spam sioftoaket kunning ion whet mail setkvetk oill pkiowetcw whet usetk fkiom much iof whet 
spam etmail buw iw canniow bet 100% accukawet sio caket musw stll bet etxetkcisetd.

Loss/thef of equipment

If hakdoaket is liosw iok swioletn any dawa ion iw cunletss iw has a fully etnckypwetd hakd dkivetw 
may bet vulnetkablet wio abuset. Fiok etxamplet, a cionwacw lisw can bet usetd wio setnd spam 
etmail diketcwetd aw, iok masquetkading as, a cukketnw etmail addketss.

Improper Usage

Any impkiopetk usaget may alsio bet usetd, etiwhetk ion pukpioset iok inadvetkwetnwly, wio instgawet 
an atac . Fiok etxamplet, ohilet USB accetss may bet disabletd fiok iokdinaky usetks, gaining 
adminiswkawiok accetss may allioo a metmioky stc  wio bet ketad and an infetcwetd flet 
uplioadetd.

Atriton

This ketfetks wio any atac  whaw usets bkuwet fiokcet metwhiods wio ciompkiomiset iok detgkadet whet 
wakgetw syswetm   wypical etxamplets beting a DioS atac  iok pkiobing fiok 
usetknametfpassoiokd paiks.
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